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What is A.I.G?

AI Infra Vulnerability Scanning

AI Framework CVE Scan

Identifies CVE vulnerabilities in 30+ Web 

components (such as Ollama and 
ComfyUI) via fingerprint recognition.

AI Infra Risk Scan

Utilizes AI Agents and dynamic screenshot 

recognition to identify risks such as 
unauthorized access and data leakage.

LLM Jailbreak Evaluation

All-in-One AI Red Teaming platform

User-friendly Web UI

Convenient API & Easy integration MCP Server Scanning

LLM Safety Evaluation

Combines datasets from various risk 

scenarios to comprehensively evaluate 
the safety of LLMs and their guardrails.

One-Click Jailbreak

Includes 10+ built-in jailbreak attack 

operators to automatically generalize user-
provided malicious inputs.

MCP Server Code Audit

Uses AI Agents to analyze MCP Server's 

source code for risks.

Remote MCP Server Scan

Uses AI Agents to dynamically connect to 

MCP servers to identify common risks.

Multi-Language Support

Dockerized & One-Click Deploy
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Roadmap & Future Work

Agent vs Agent (The Next Gen)

• Collaborative Red Team Agents targeting OWASP Top 10 for LLM Apps.

• Native support for popular AI Agent stacks: Dify, LangGraph and n8n.

Open Ecosystem & Community

• Calling for Red Teamers! Contribute Custom Scan Plugins and Jailbreak Datasets.

• Join 15+ core contributors in shaping the future of AI Red Teaming.

Tencent/AI-Infra-Guard
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Acknowledgements to All Contributors

Red Team the Future of AI. Together.



#BHEU @BlackHatEvents

Thank You

github.com/Tencent/AI-Infra-Guard

zhuque@tencent.com
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