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Abstract

The fast growth of open-source Al infrastructure, from model serving engines and agent
platforms to the Model Context Protocol (MCP) ecosystem and the language models themselves,
has outpaced the security tooling available to defend it. We present Al-Infra-Guard, an open-
source framework that organizes Al red teaming around a single observation: the attack surface
of an Al agent is stratified across layers (infrastructure, protocol/tool, agent behavior, and
model), and no single detection paradigm fits all of them. The framework therefore matches
a paradigm to each layer, from deterministic rule matching over 75+ Al components and
1,400+ vulnerability rules, through LLM-driven agentic auditing of MCP servers and agent-skill
packages and multi-turn black-box agent red teaming, to a jailbreak harness with 26+ attack
operators over sixteen datasets. To our knowledge it is the only open-source framework to
span all of these, including supply-chain auditing of the agent skills that increasingly extend Al
agents. We release Al-Infra-Guard as open source so that layer-paradigm matching can serve as a
practical foundation for agent security and a shared base for the community to build on.
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Figure 1 | Overview of Al-Infra-Guard. Centered on the Al agent, the attack surface is stratified into
infrastructure, protocol/tool, agent behavior, and model layers, each matched to a fitting detection
paradigm; the protocol/tool paradigm covers MCP servers and agent skills.
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1. Introduction

The deployment of artificial-intelligence systems has, over a span of roughly two years, produced
an entirely new class of network-exposed software. Self-hosted model servers such as Ollama
[23], vLLM [38], and 11ama. cpp [11]; agent-construction platforms such as Dify [17], LangFlow
[16], and Flowise [10]; workflow engines such as ComfyUI [7]; machine-learning infrastructure
such as MLflow [20], Kubeflow [15], and Ray [33]; and, most recently, servers implementing
the Model Context Protocol (MCP) [3] that agents the ability to read files, query databases, and
execute commands. All of these are now routinely deployed, frequently by individuals or small
teams with limited security expertise, and frequently exposed directly to untrusted networks.

This new software shares three properties that, taken together, place it largely outside the reach
of conventional security tooling. First, the components are foo new to be catalogued: established
fingerprinting and vulnerability databases simply do not contain signatures for software that
did not exist when those databases were designed [19]. Second, the components adopt irregular
versioning conventions (build identifiers such as b7824, development tags such as 2.3.dev,
release candidates, and rolling 1atest tags) that defeat the semantic-version comparison logic
on which software-composition-analysis tools depend [25]. Third, and most importantly, the
threat model has shifted: the highest-severity risks for AI components are seldom the injection-
and-scripting flaws that classical web scanners hunt for, but rather unauthenticated access to
expensive compute, leakage of API credentials through misconfiguration [22], prompt injection
[27] that hijacks an agent’s goals, tool abuse that turns an agent into a confused deputy [31], and
the erosion of a model’s own safety alignment under adversarial prompting [40].

A further complication is that these risks are not located at a single layer of the stack. A
misconfigured Ollama instance is an infrastructure-level exposure. A command-injection flaw in
an MCP server’s source code is a protocol/tool-level vulnerability. An agent that can be talked
into disclosing its system prompt is an application/behavioral weakness. A model that complies
with an encoded request for weapon-synthesis instructions is a model-level alignment failure.
These four layers differ not only in what is at risk but in what kind of evidence establishes a
finding and, therefore, in what kind of detection procedure is even applicable. One cannot write
a regular expression that decides whether a model is jailbroken; one cannot, in general, prove an
unauthenticated-access exposure by reading source code.

Thesis. The organizing thesis of this report is that the Al attack surface is stratified, and that
effective assessment requires matching a detection paradigm to each stratum rather than forcing
a single technique across all of them. We argue that deterministic, rule-based detection is the
right instrument where the target is a known component with a known vulnerability and a clear
observable signature; that LLM-driven agentic analysis is the right instrument where a finding
requires semantic understanding of code or behavior that no fixed rule can express; and that
large-scale attack-enumeration with model-based judgment is the right instrument for assessing
alignment robustness. Al-Infra-Guard is the concrete realization of this thesis as a working,
open-source system.

Contributions. This report makes the following contributions, which are as much about design
rationale as about implementation:

* We articulate a layer-paradigm matching principle for Al security assessment (Section
and use it to structure a framework spanning four attack-surface layers within a single
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server-agent architecture.

* For the infrastructure layer (Section [5), we describe a declarative fingerprinting and
vulnerability-matching language, implemented as a hand-written expression interpreter,
together with a version-normalization procedure that addresses the irregular versioning
of Al software. We are explicit about a precision stratification (verified, version-based, and
inferred findings) that follows directly from how the matching engine treats empty rules.

e For the protocol/tool layer (Section [6), we describe an LLM-driven MCP auditor struc-
tured as an agentic harness with both a white-box static mode and a black-box dynamic
mode. We introduce the “Prompt-as-Rule” paradigm, in which vulnerability knowledge
is encoded declaratively as natural-language detection criteria, and we detail a defense
posture in which the auditor treats the very artifacts it analyzes as untrusted, mitigating
indirect prompt injection against the scanner itself.

* We extend that paradigm to the agent-skill supply chain (Section[7)), auditing skill packages
for poisoning, over-privilege, and embedded prompt injection. The same criteria are
realized in two forms, a server-side harness and a pure specification executed by the host
model itself, which places Prompt-as-Rule on a spectrum from a managed engine to a fully
host-run audit.

e For the application/behavioral layer (Section [8), we describe a capability-aware, cost-
bounded black-box red-teaming pipeline that probes a deployed agent through dialogue
alone, using escalation ladders, stop rules, and canary-token verification to balance cover-
age against the monetary and rate-limit cost of interacting with a hosted target.

¢ For the model layer (Section EI), we describe a unified jailbreak-evaluation harness that
integrates a large library of single- and multi-turn attack operators over a collection of
red-teaming datasets, with model-based judgment of attack success.

* We release Al-Infra-Guard as an open-source, extensible platform: the rule corpora,
Prompt-as-Rule detection criteria, attack-operator library, and detection modules are
all designed to be extended by the community as the Al ecosystem evolves.

2. Background and Motivation

2.1. The Al software supply chain as an attack surface

The software that surrounds a deployed language model has grown into a substantial supply
chain in its own right. Inference servers expose HTTP and gRPC endpoints; orchestration
platforms expose web consoles and workflow APIs; experiment-tracking and feature-store
services hold data and credentials; and gateway layers multiplex access to many model providers
behind a single endpoint. Much of this software is young, iterates quickly, and is operated
outside hardened production environments. The result is a population of network-reachable
services whose security posture has not kept pace with their adoption.

The risks that matter for this population are often mundane in mechanism but severe in con-
sequence. An inference server left without authentication permits an attacker to consume
expensive GPU compute, to exfiltrate or poison models, and, in the case of workflow tools that
expose code-execution nodes, to run arbitrary code on the host. A configuration file inadver-
tently served over HTTP can disclose the provider endpoints and API keys an organization uses,
enabling both direct financial loss and lateral mapping of internal Al infrastructure. Supply-
chain compromises of widely used gateway libraries can place malicious code into the path of
every request. None of these is exotic; what is new is the breadth of unmonitored software in
which they now occur.
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2.2. Why conventional tooling falls short

Three gaps separate this attack surface from the reach of existing tools, and they motivate the
corresponding design choices in Section[5|

Cataloguing gap. Fingerprinting engines identify software by matching responses against a
database of known signatures. Mainstream databases were not built with AI components in
mind and largely lack entries for them. Detecting that a given endpoint is, say, an Ollama server
or a Dify console therefore requires a purpose-built signature corpus.

Versioning gap. Vulnerability matching reduces, in the common case, to deciding whether an
observed version falls within an affected range. This presupposes that versions are comparable
under a total order, typically semantic versioning. Al projects routinely violate this assumption:
1lama. cpp identifies builds by monotonic build numbers (b7824); other projects ship 2.3 .dev
development snapshots, release candidates, or a moving latest tag. A comparator that
assumes semantic versioning either errors out or silently misjudges these, producing both false
negatives and false positives.

Threat-model gap. Classical web vulnerability scanners encode signatures for injection, cross-
site scripting, and similar flaws. The dominant exposures for AI components, unauthenticated
access, credential and configuration disclosure, and the agent-specific risks discussed below, are
a different population. A tool tuned to find the former will largely miss the latter, even when
pointed at the right target.

2.3. The Model Context Protocol and the agent ecosystem

The Model Context Protocol standardizes how a language-model application discovers and
invokes external tools. An MCP server advertises a set of tools, each with a name, a natural-
language description, and an input schema; a client (the AI assistant) selects and calls these
tools as needed. This decoupling is precisely what makes MCP powerful, and also what makes
it a new attack surface. The tool description is consumed by the model as trusted context, which
means a maliciously crafted description can steer the model’s behavior, an attack class (tool
poisoning [26]], tool shadowing [2], rug pulls [1]) with no analogue in traditional software. At
the same time, the server implementing the tool is ordinary code, subject to ordinary flaws such
as command injection and credential mishandling, but now reachable through a novel protocol
path.

Deployed agents, assistants and bots built on platforms such as Dify or Coze, raise a parallel set
of concerns at the behavioral level. Because an agent mediates between a user and a set of tools
and data sources, it can be induced to disclose its system prompt or credentials, to misuse its
tools (path traversal, command execution, server-side request forgery), to follow instructions
hidden in content it is asked to process (indirect prompt injection), or to act beyond the caller’s
authority. These weaknesses are visible only at runtime and only through interaction; they are
not, in general, discoverable by reading a rule or even by reading source code.

2.4. Detection paradigms

Underlying the four layers are, in effect, three families of detection technique, each with a
natural domain of applicability. Deterministic rule matching is fast, reproducible, and essentially

7
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Table 1 | The four attack-surface layers, their distinguishing characteristics, and the detection
paradigm Al-Infra-Guard matches to each. The final column names the corresponding module
and the section that develops it.

Layer

Distinguishing characteris-
tics

Matched paradigm & ratio-
nale

Module (section)

Infrastructure

Protocol / tool

Agent behav-
ior

Model

Known components, known
CVEs, clear observable sig-
natures; speed and repro-
ducibility paramount
Unknown flaws requiring
semantic and data-flow un-
derstanding of source code
or tool metadata

Black-box, runtime-only ex-
posure; requires adversarial
interaction to elicit
Alignment robustness; a sta-
tistical question over many
adversarial transformations

Deterministic rule matching.
fast, reproducible, near-zero
false positives on what is en-
coded

LLM-driven agentic auditing.
expresses logic that no fixed
rule can

LLM-driven multi-turn red
teaming. discovers what only
interaction reveals
Attack-operator enumer-
ation with LLM-as-judge.
benchmark-style assessment

M1: Infra-Scan (Sec-

tion

M2: MCP-Scan
(Section[6)

M3:  Agent-Scan
(Section

M4: Prompt-
Security (Section[J)

free of false positives when the target is a known artifact with an observable signature, which
makes it ideal for the infrastructure layer. LLM-driven analysis reasons about code semantics,
data flow, and natural-language content that no fixed rule captures, which is exactly what the
protocol and agent layers require. Attack-enumeration with model-based judgment is the established
methodology for assessing alignment robustness, where the question is statistical, how often,
and under which transformations, a model can be induced to misbehave, rather than binary.

The remainder of this report argues that these techniques are complementary rather than
competing, and that their productive combination is obtained by aligning each with the layer
whose characteristics it fits. We make this alignment explicit in Section[3]and then develop it
layer by layer.

3. System Overview

3.1. The layer-paradigm matching principle

Al-Infra-Guard is organized around the claim that the Al attack surface decomposes into four
layers of abstraction, and that each layer is best served by a different detection paradigm
(Figure(T). Table[I|states this correspondence, which is the conceptual core of the system and the
scaffold for the rest of the report.

Two points about Table[T]deserve emphasis. First, the progression is one of decreasing determinism
and increasing semantic demand: as we move from infrastructure to model, findings shift from “a
known signature is present” to “a model’s behavior is unsafe under transformation,” and the
appropriate evidence shifts correspondingly from a string match to a judged interaction. Second,
the paradigms are not interchangeable: applying rule matching at the model layer is impossible,
and applying LLM auditing at the infrastructure layer would sacrifice the reproducibility and
zero false-positive behavior that make infrastructure scanning useful. The design value of the
framework lies precisely in declining to use one hammer for four different nails.

Table|[l|organizes the report by paradigm. A given paradigm can, however, be pointed at more

8
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than one detection target. The clearest case is agent skills, the packaged capabilities a host
agent installs: skill artifacts are a distinct target that sits alongside MCP servers as an external
capability source surrounding an agent, yet they are audited with the same LLM-driven static-
analysis paradigm as the protocol/tool layer. We treat skill supply-chain auditing as its own
module (Section [/} presented immediately after the MCP auditor it extends) while keeping the
four-paradigm structure of Table|l|intact.

3.2. Architecture

The four detection modules are realized as task types within a distributed server-agent architec-
ture. A central web server accepts scan requests, persists task and result state, manages a pool of
connected worker agents, and streams progress to clients. Worker agents connect to the server
over a WebSocket channel, receive task assignments, execute them, and stream structured results
back. The infrastructure-scanning module is implemented in Go and runs in-process within the
agent; the three LLM-driven modules are implemented in Python and are launched by the agent
as subprocesses. We defer the details of the architecture, task dispatch, the dual WebSocket/SSE
channel, and load balancing, to Section[I0} because the architecture is supporting infrastructure
rather than a detection contribution in its own right.

3.3. A common assessment workflow

Although the four modules differ sharply in technique, they share a common external shape that
the architecture imposes. Each accepts a target specification appropriate to its layer, a network
target, a code repository or live MCP endpoint, an agent-provider configuration, or a model
endpoint, together with the configuration it needs (for the LLM-driven modules, a pluggable
base model). Each proceeds through an information-gathering phase followed by one or more
detection phases. And each emits a structured finding set: a list of issues with a type, a severity,
supporting evidence, and a remediation suggestion, together with an aggregate security score.
This uniformity of input and output is what allows a single server to orchestrate heterogeneous
detection techniques and to present their results through one interface; it is also what makes the
layer-paradigm matching of Table (1| practical rather than merely conceptual.

3.4. Reading guide

Section [4] formalizes the layer-paradigm matching principle, after which Sections 5| to 9| develop
the detection modules in turn. To aid comparison, each follows the same underlying arc: the
problem particular to that layer; why its paradigm fits; the key mechanisms, with pointers into
the implementation; the concrete rules or payloads the module applies; what it produces; and the
design strengths it delivers. Section[I0]covers the supporting architecture, Section [T1] returns
to the central thesis and outlines future directions, and Section [12|situates the work. Readers
interested primarily in the novel, LLM-driven portions of the system may wish to concentrate
on Sections [6] to 8l

4. Toward a Theory of AI Agent Security Assessment

The preceding sections introduced the central design thesis of Al-Infra-Guard: security assess-
ment across the Al stack cannot be reduced to a single detection methodology. This section makes
that intuition more precise and develops a general framework explaining why heterogeneous
Al systems inherently require heterogeneous security assessment strategies.

9



( ) Tencent
\?.4 Zhuque Lab

Our central observation is that modern Al systems differ fundamentally from traditional soft-
ware systems. A deployed Al application is not a single software artifact, but an ecosystem
consisting of model-serving infrastructure, external tool protocols, dynamically installed capa-
bility packages, runtime agent behavior, and an underlying language model. These components
introduce security risks that differ not merely in implementation, but in their underlying security
semantics.

We argue that these differences are fundamental. Distinct classes of Al security risk require
distinct forms of evidence to establish their existence, and therefore require different assessment
paradigms. This leads naturally to what we call layer-adaptive security assessment: the principle
that security analysis must adapt to the nature of the attack surface being evaluated rather than
forcing a universal methodology across fundamentally different security domains.

4.1. Security heterogeneity

Traditional software security often permits relatively homogeneous analysis methodologies.
Classical web applications, for example, are primarily evaluated through static analysis, vul-
nerability scanning, and penetration testing procedures designed around well-understood bug
classes such as SQL injection, cross-site scripting, or authentication bypass.

Al systems differ fundamentally. The attack surface of an Al system spans multiple interacting
components that operate at different abstraction layers and expose qualitatively different security
properties. An inference server exposed without authentication represents an infrastructure
security failure. A malicious MCP tool description that injects hidden instructions represents a
semantic manipulation problem. An agent that can be induced to disclose its system prompt
represents a runtime behavioral weakness. A language model that consistently responds to
adversarial jailbreak prompts represents an alignment failure.

These risks differ not simply in implementation details, but in what it means to establish that
the vulnerability exists.

We therefore state the first principle of the framework:

Security Heterogeneity Principle.

The attack surface of an Al system is inherently heterogeneous: different classes of security
risk arise from fundamentally different system properties and therefore cannot be evaluated
through a single universal security assessment methodology.

The immediate implication is that any framework attempting to scan the entire Al stack using
only one detection paradigm necessarily sacrifices coverage.

4.2. Evidence classes

A security finding is meaningful only when supported by evidence. Different security weak-
nesses require fundamentally different forms of evidence to establish their existence.

We distinguish four evidence classes.

1. Signature evidence. The existence of a vulnerability is established directly by observing
a known external pattern. Examples include software fingerprints, vulnerable version
ranges, publicly exposed configuration files, or sensitive API endpoints.

10
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2. Semantic evidence. The vulnerability can only be established by reasoning about code,
metadata, or declarative artifacts. Examples include unsafe data flows, hidden prompt
injection embedded in tool descriptions, or inconsistencies between declared and actual
behavior.

3. Behavioral evidence. The vulnerability manifests only during runtime interaction with the
deployed system. Examples include prompt leakage, confused-deputy attacks, privilege
abuse, or unsafe tool invocation triggered during adversarial dialogue.

4. Statistical evidence. The security property cannot be determined from a single interaction,
but only by aggregating many adversarial trials. Jailbreak robustness evaluation is the
canonical example.

These four evidence classes form a natural progression of increasing semantic complexity.

Signature evidence is the most deterministic and directly observable form of evidence. Semantic
evidence requires reasoning about artifacts. Behavioral evidence emerges only through runtime
interaction. Statistical evidence is the least deterministic and can only be established through
repeated adversarial trials.

4.3. Evidence sufficiency

Not every assessment procedure is capable of producing every class of evidence.

A deterministic rule engine can establish whether a vulnerable version is deployed, but cannot
determine whether an agent leaks its system prompt during interaction. Static code analysis
can reason about program semantics, but cannot establish how a black-box agent behaves at
runtime. A single adversarial prompt cannot determine whether a model is robust against a
large family of prompt transformations.

This leads to a second principle.

Evidence Sufficiency Principle.

A security assessment procedure is valid only if the evidence it produces is sufficient to
establish the security property being evaluated.

Insufficient evidence implies incomplete assessment. If the required evidence class cannot be
produced, no amount of execution can compensate for the mismatch between the assessment
method and the security property being tested.

4.4. The layered attack surface

We model the security of a deployed Al system as four layers of progressively increasing
semantic complexity.

* Infrastructure layer. The hosting environment, including model-serving infrastructure,
gateways, consoles, and configuration surfaces.

¢ Protocol and capability layer. External capability interfaces surrounding the agent, in-
cluding MCP servers and installed skill packages.

¢ Behavior layer. The runtime behavior exhibited by a deployed agent during interaction
with external users.

11
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* Model layer. The alignment robustness of the underlying language model under adver-
sarial prompting.

Each layer is characterized by the minimal evidence required to establish sound security find-
ings. Infrastructure vulnerabilities primarily reduce to observable signatures. Protocol-layer
vulnerabilities require semantic reasoning over code and metadata. Behavioral vulnerabilities
emerge only through adversarial interaction. Model vulnerabilities are inherently statistical and
must be evaluated over many adversarial trials.

This yields the correspondence

Ly = esig, Ly = esem, L3 = epeh, Ly = estat- 1)

where each layer is associated with the weakest evidence class sufficient to establish sound
security findings.

4.5. Layer-adaptive assessment

A detection paradigm can be understood as a procedure that produces a particular class of
evidence.

Within Al-Infra-Guard, four paradigms are employed.

¢ Deterministic rule matching for infrastructure assessment;

LLM-driven semantic auditing for MCP servers and skills;

Multi-turn black-box red teaming for deployed agent interaction;
Large-scale adversarial attack enumeration for model robustness evaluation.

These paradigms naturally correspond to the four evidence classes. Rule matching produces sig-
nature evidence. LLM-based static auditing produces semantic evidence. Interactive red teaming
produces behavioral evidence. Large-scale attack evaluation produces statistical evidence.

This leads to the central principle of the framework.

Layer-Adaptive Assessment Principle.

Each attack-surface layer should be evaluated using the least expensive assessment paradigm
capable of producing the evidence required to establish sound security findings for that layer.

Applying a weaker paradigm leads to incomplete assessment. Applying a stronger paradigm
remains possible, but sacrifices the properties that make simpler paradigms valuable. Running
an LLM-based auditor to identify a publicly exposed vulnerable service, for example, offers no
advantage over deterministic signature matching while sacrificing speed, reproducibility, and
cost efficiency.

The resulting assignment used by Al-Infra-Guard therefore follows the natural correspondence

Li— P;, i€ {1,2,3,4:} (2)

That is, infrastructure scanning is matched with deterministic rule-based detection, protocol
analysis with semantic reasoning, runtime agent testing with interactive adversarial probing,
and model evaluation with statistical robustness testing.

12
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4.6. Implications

The framework developed here leads to an important conclusion.

No universal scanner relying on a single assessment paradigm can provide complete security
coverage over the modern Al stack.

This observation explains the architecture of Al-Infra-Guard. The system is intentionally het-
erogeneous by design. Deterministic scanning is used where reproducibility and speed are
paramount. LLM-driven reasoning is used where semantic understanding is required. Interac-
tive adversarial testing is used where security weaknesses emerge only at runtime. Statistical
attack enumeration is used where robustness itself is probabilistic.

The remainder of this report instantiates this framework through the concrete detection modules
described in the following sections.

5. Infrastructure Scanning

5.1. What runs here, and is it exposed?

The infrastructure layer asks a simple question of a network target: what Al software is running
here, in which version, and does that combination carry a known exposure? The difficulty lies not
in the question but in the population it is asked of. As argued in Section[2.2] AI components
are under-catalogued by existing fingerprint databases, version themselves irregularly, and are
dominated by exposure classes (unauthenticated access, credential and configuration disclosure)
that classical scanners are not tuned to find. The infrastructure module must therefore supply
its own signature corpus, its own version-comparison logic robust to irregular version strings,
and a notion of finding that extends beyond the conventional version-range CVE.

5.2. Why deterministic rules fit this layer

This layer is well suited to deterministic rule matching. The targets are known components; the
desired behavior is fast, reproducible, and free of false positives on what has been encoded; and
the latency budget, a single scan probes many components in parallel, rewards a lightweight
matching procedure over an expensive one. Accordingly, the module separates data from code:
detection knowledge lives in declarative YAML rules, and a compact Go engine loads, parses,
and evaluates them. Two rule families exist: fingerprint rules, which decide component identity
and extract a version, and vulnerability rules, which decide whether an identified (component,
version) pair matches a known advisory. The corpus comprises 107 fingerprint rules and
1,443 vulnerability rules across 75 components (mirrored in a parallel English-language corpus;
Table[2). Figure [2|shows the end-to-end scanning pipeline.

5.3. The matching engine

A small matching language, not regular expressions. A common misconception is that fin-
gerprinting reduces to regular-expression matching. The fingerprint rules in fact constitute a
small boolean expression language, evaluated by a hand-written interpreter (lexer, recursive-
descent parser, and AST evaluator). An expression combines four match fields, body (response
body), header, icon (a favicon hash), and hash (a response digest), with four operators
and boolean connectives. The operators are = (substring containment, the most common
case), == (exact equality), != (negated containment), and = (regular-expression match); con-
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Table 2 | Infrastructure-layer rule corpus at a glance. Counts describe scope, not effectiveness.

Artifact Count

Al components covered 75

Fingerprint rules 107

Vulnerability rules (zh corpus) 1,443

of which version-predicated 1,356

of which empty-predicate (inferred) 87

Match fields (body/header/icon/hash) 4

Match / comparison operators 4/4

Scan Targets Fingerprint Analysis Infra Scan Agent Output
IP List Scanning Engine Init Dynamic Page Rendering Security Score
o °
1 |
\J |
IP Range & - > Al Framework Identification *--» Visual Asset Capture *--» Asset Inventory
° °
1 |
\J \J
Domain List CVE Matching Multimodal Analysis Vuln Details
° °
1 1
\J \J
URL List Framework Risk Analysis Al Infra Risk Assessment Business Impact

Figure 2 | The infrastructure-scanning pipeline (M1). Targets (IP lists, ranges, domains, or URLs)
flow through fingerprint analysis (scanning-engine initialization, Al-framework identification,
CVE matching, and framework risk analysis) and an infrastructure-scan agent (dynamic page
rendering, visual asset capture, and multimodal risk assessment), producing a security score, an
asset inventory, vulnerability details, and a business-impact summary.

nectives are &&, | |, and parenthesization. A representative rule for the Dify console reads
body="<title>Dify</title>" || icon="97378986". Crucially, most matching is sub-
string containment rather than regular expression: the costly regular-expression operator is used
only where genuinely needed, and compiled patterns are cached at parse time. Evaluation is
short-circuiting and case-insensitive. The same interpreter is reused for vulnerability rules, with
the match field replaced by a version term and the operator set extended with the ordered
comparisons <, <=, >, and >=.

Two-step identification, then extraction. Fingerprinting and version extraction are distinct
steps with distinct rule sections. A rule’s http section determines component identity through
boolean matchers evaluated against probe responses; only after a component is identified does
the version section issue a follow-up request and apply a regular-expression extractor to
recover the version string. A component may thus be identified while its version remains
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unknown, a case with direct consequences for vulnerability matching, discussed below. A single
target scan is correspondingly not a one- or two-request affair but issues on the order of one
request per non-root probe path across the rule corpus; the engine amortizes this by fetching
the root document once and sharing it across all rules that probe it, by probing components
concurrently, and by issuing a version request only after its rule’s identity matchers succeed.

Version normalization. Vulnerability matching reduces to deciding whether an observed
version satisfies a rule such as version < "0.8.0". To make irregular version strings compa-
rable, the engine normalizes them before comparison: a latest tag maps to a sentinel maximal
version; alphabetic development and release-candidate suffixes (.dev, rcl) are reduced to a
numeric form; leading non-numeric tokens are stripped; and an empty result defaults to a zero
version. Normalized strings are then compared with an established version library. A comple-
mentary range-intersection procedure combines multiple version constraints, for example, when
distinct response sources each bound the version, into the tightest consistent range, returning
failure when constraints are disjoint. These procedures are unglamorous but address a real and
pervasive obstacle to vulnerability matching for Al software.

An imperative escape hatch. A small number of components resist declarative description,
and for these the engine admits a programmatic fingerprint alongside the YAML rules: a
Go function that implements identity matching and version extraction directly. The MLflow
fingerprint is the canonical example, recovering its version requires fetching the landing page,
extracting the path to a JavaScript bundle from the response, fetching that bundle, and locating
the version near a marker string within it, a conditional, multi-step interaction that the single-
request YAML schema cannot express. The two kinds of fingerprint run side by side under the
same concurrency. This is a deliberate design admission: a declarative language buys uniformity
and safety for the common case, but a long-tail of components needs the full expressiveness of
code, and providing an escape hatch is preferable to contorting the declarative form.

Scaling to large target sets. Because a target specification may be a wide CIDR block expanding
to millions of addresses, the engine does not hold the target set in memory: it uses a hybrid
in-memory/on-disk map that spills to disk transparently and is iterated as a stream, so memory
stays bounded regardless of block size. Concurrency is governed by two cooperating controls, a
sized wait group caps the number of simultaneously active probes, while a rate limiter bounds
throughput, so that the scanner can be tuned to a target environment'’s tolerance.

5.4. Rules and the precision stratification

The vulnerability corpus spans different strengths of evidence, and the engine makes this explicit
by tiering its findings by confidence. The decision procedure that matches an advisory to an
identified component (the GetAdvisories routine) admits a rule under one of two conditions:
either the observed version is known and the rule carries a version predicate that the version
satisfies, or, in the complementary branch, the rule carries no version predicate at all. Empirically,
87 of the vulnerability rules carry an empty predicate. This yields three qualitatively different
classes of finding, which we name explicitly.

Verified findings. Some rules actively confirm an exposure by probing a dangerous path and
validating that the response contains sensitive content. The configuration-disclosure rule,
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for instance, requests a set of known agent-configuration paths (e.g. /. cursor/mcp. json)
and matches only when the response is a well-formed JSON document; an . env variant
matches only when the body contains an actual credential assignment matching a high-
entropy pattern. A match here is close to proof that the exposure is present. These rules
are precise by construction.

Version-based findings. The conventional case: a known version satisfies a version predicate
drawn from an advisory, the standard basis on which CVE matching operates.

Inferred findings. Rules with an empty predicate fire on component identity alone, reporting
that a component is known to carry a given issue. Some such rules describe flaws affecting
all versions or issues for which no public proof-of-concept yet exists (an internal zero-
day, in one case), letting the scanner flag risk even where version-precise advisories are
unavailable.

The engine also favors recall when a version cannot be extracted: a rule is admitted on identity
alone in that case, so a relevant advisory is surfaced rather than missed. Tiering findings by
confidence lets a user weight them appropriately, and the stratification illustrates concretely why
the higher layers add other paradigms: where Al components are too new for public advisories
or proofs-of-concept to exist, rule-based inference is complemented by the semantic analysis of
the layers that follow.

5.5. Findings and scoring

A scan emits, per target, the identified components and versions, the matched advisories
(with CVE identifier where applicable, severity, summary, and remediation advice), and an
aggregate security score computed by deduction from a clean baseline according to finding
severity. Unauthenticated-access exposures are frequently implicit in the very fact of successful
unauthenticated identification; explicit disclosure findings appear as verified entries as described
above.

5.6. Strengths of the rule-based design

Deterministic matching gives this layer its defining advantages: speed, reproducibility, and
near-zero false positives on encoded signatures, which make it well suited to first-pass scanning
at scale. The recall-favoring matching condition is deliberately tuned for coverage, surfacing
every component and advisory that might apply so that nothing is silently missed. The layer is
focused, by design, on findings with clear observable signatures; flaws that require semantic
understanding of code or behavior are handled by the layers that follow, to which we now turn.

6. MCP Server Auditing

6.1. Flaws that no signature can express

A Model Context Protocol server is the hands and feet of an Al agent: it exposes tools that read
files, query databases, fetch remote content, or execute commands. A vulnerability in such a
server is therefore not merely a flaw in one program but a foothold from which an attacker can
act through the agent. The exposures that matter here, a network-reachable command-injection
path, a credential exfiltrated to an external server, a tool whose description has been poisoned
to mislead the calling model, are precisely those that the infrastructure layer’s deterministic
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rules cannot express, because deciding whether they are present requires understanding what
the code does: tracing a value from a network input to a dangerous sink, or judging whether
a natural-language tool description is consistent with its implementation. The problem at this
layer is to find unknown flaws that admit no fixed signature.

6.2. The LLM as a domain auditor

LLM-driven analysis fits this layer, and the module’s central design commitment is to treat the
language model not as a classifier to be invoked once but as the reasoning core of an agentic
harness. The contribution is deliberately not a new model; it is the harness that turns a general-
purpose model into a domain security auditor. The harness supplies four things the model lacks
on its own: a bounded task structure (a multi-stage pipeline) that constrains an open-ended
model into a disciplined audit; a set of tools that give the model the ability to actually read
code, search it, and, in the dynamic mode, call the target’s tools; control machinery (a reason-
act loop with an iteration bound and context compaction) that keeps the process tractable on
large inputs; and an output contract that coerces free-form generation into machine-readable
findings. The base model is pluggable; the default configuration assigns distinct models to
distinct roles (a primary reasoning model, a code-specialized model, and faster auxiliary models),
all reached through an OpenAl-compatible gateway. The division of labor is this: the base
model supplies analytical capability, the harness supplies structure, tools, and reliability, and
declarative prompts supply the domain knowledge.

The module operates in two modes selected by the target. Given a source repository it performs
static white-box auditing; given a live endpoint it performs dynamic black-box analysis. The
distinction is consequential and is developed separately below, because the two modes differ in
what information is even available to the auditor.

6.3. The agentic harness

Pipeline. Static auditing proceeds through three stages, information collection, code audit,
and vulnerability review, each realized as a stage agent whose output is passed as context to the
next. The first builds an understanding of the project; the second reads code to find flaws; the
third reviews the candidate findings, removes false positives, and emits the structured result.
Dynamic analysis uses a parallel four-stage pipeline (information collection, malicious-behavior
testing, vulnerability testing, and review) whose middle stages separate MCP-specific abuse
from conventional vulnerabilities (Figure 3).

Reason-act loop. Within a stage, the agent runs a reason-act loop bounded at a fixed iteration
count: it reasons about what to examine next, acts by invoking a tool, observes the tool’s
result by appending it to its history, and repeats until it declares the stage complete. When the
conversation approaches a fraction of the context window, a compaction step summarizes earlier
history so that large repositories can be audited without overflowing context. This loop is what
allows the auditor to behave like a human reviewer, to follow a dependency, to corroborate a
suspicion across files, rather than to render a single-shot verdict.

Tools. The model carries no innate ability to touch the filesystem or the network; tools supply
it. In static mode the tool set is read_file, a shell-execution tool (used chiefly to grep for
sensitive patterns), a thinking aid, and a completion tool. In dynamic mode the tool set is instead
the MCP-client tools, enumerate tools, enumerate prompts and resources, and call a remote tool,
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Figure 3 | The MCP-auditing pipeline (M2). From a target (local source, a remote repository, or
a live MCP URL), a recon agent builds project understanding, an MCP-scan agent performs
static analysis and runtime interaction to find vulnerabilities and malicious behavior, and a
vulnerability-review agent validates findings through dependency checks, sandboxed deploy-
ment, and dynamic risk validation, yielding a security score, risk details, and fix suggestions.

reflecting that the dynamic auditor interacts with a live server rather than with files. Each tool is
paired with a schema that documents its use to the model, while the implementation is ordinary
code dispatched by name. Notably, read_file enforces a path sandbox: it canonicalizes paths
and refuses any that escape the designated repository root. This is not incidental hygiene but a
security boundary for the scanner itself, a point we return to under indirect-injection defense.

6.4. Context management and model routing

Two mechanisms make the harness practical on real inputs, and both generalize to the agent red
teaming of Section

Bounded context over unbounded code. A serious audit may traverse a repository far larger
than any context window. The harness therefore compacts its own history: when the conversa-
tion exceeds a fraction of the context window (or a message-count threshold, as a fallback robust
to interfaces that do not report token counts), it replaces older turns with a structured summary
while retaining the most recent few turns verbatim. The summary is organized by priority, the
current focus and unresolved errors are preserved most aggressively, followed by the evolving
understanding of the code, with design rationale and completed work summarized most tersely.
This is what lets a fixed-context model audit a repository whose size it could never hold at once,
and it preserves the continuity of the reason-act loop across the compaction boundary.

Heterogeneous model routing. The harness does not assume a single model. It routes different
sub-tasks to different models chosen for their fit: a strong reasoning model for vulnerability
judgment, a code-specialized model for reading implementation, and a fast, inexpensive model
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for lightweight filtering and classification, with a general-purpose default. The motivation is a
cost-accuracy trade-off: expensive models are spent where judgment is hard and cheap models
where throughput matters, so that the per-audit cost is not dominated by applying a frontier
model uniformly to tasks that do not need it. The assignment is configurable through a layered
scheme (an explicit override falling back to role defaults), and each role may use a distinct
provider.

6.5. Prompt-as-Rule

If the infrastructure layer encodes detection knowledge as boolean predicates, this layer encodes
it as natural-language detection criteria, a paradigm we call Prompt-as-Rule. A detection rule is
not a pattern the engine matches but a structured description the model is asked to apply: a
definition of the vulnerability, the concrete code patterns that signal it, and, of equal importance,
the exclusion conditions under which it must not be reported. The static auditor’s code-audit
prompt enumerates ten such detection patterns, deliberately aligned with the OWASP MCP
Top 10, spanning authentication bypass, command injection, credential theft, hardcoded secrets,
indirect prompt injection, tool-name confusion, rug pulls, tool poisoning, tool shadowing, and,
when a skill manifest is present, consistency auditing of an agent skill. Several of these (tool
poisoning, tool shadowing, rug pulls, name confusion) have no analogue in conventional code
review and are specific to the MCP ecosystem; their presence is part of what distinguishes this
auditor from a general static-analysis tool.

Two features of these rules are worth drawing out. First, a single principle, network reachability,
runs through all of them: the auditor is instructed to report only flaws an attacker can trigger
remotely, and to discard or downgrade locally-exploitable issues such as command construction
from command-line arguments. This focuses the auditor on genuinely externally-facing risk.
Second, a substantial fraction of each rule is devoted to exclusion conditions. That the rules
must work so hard to say what not to report is itself diagnostic: the dominant failure mode of an
LLM auditor is over-reporting, and Prompt-as-Rule must therefore encode not only the shape of
a vulnerability but a defense against the model’s own eagerness. This is a qualitatively different
rule-authoring discipline from writing a signature, and it is the price of the expressiveness the
paradigm buys.

6.6. Static versus dynamic

The two modes are separated by a fact that is easy to overlook: the dynamic auditor cannot see
source code. A live MCP server is a black box exposing only what the protocol reveals, each
tool’s name, its natural-language description, and its input schema, obtained by enumeration
and assembled into the auditor’s context. The static auditor reasons over implementation; the
dynamic auditor reasons over tool metadata and over the results of calling tools. This divide has a
striking corollary for tool poisoning: because the attack vector for tool poisoning is precisely
the tool description that the metadata exposes, the dynamic auditor can assess it without any
source at all, the metadata is itself the attack surface.

The dynamic auditor’s rules take the form of structured task specifications (a role, the threats to
test, the tasks to perform, and constraints to obey), one per vulnerability class. Its workflow is
to identify dangerous tools from the enumeration, generate at least several test payloads per
threat dimension, using benign canary markers where leakage is the concern, call the tools,
and analyze the returned call history. The judgment rests on a principle worth stating plainly:
analyze the result, not the input. Because the auditor itself crafts the malicious payloads it sends,
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the payload is not evidence of a flaw; only the tool’s response is. A request that attempts SQL
injection is not a finding; a response that returns the database contents is. This cleanly resolves
the paradox that would otherwise attend a tool that injects its own attacks, by locating the
evidence entirely on the output side, and it is paired with exclusion rules that again guard
against over-reporting: a bare echo of the input is not evidence, and test or demonstration data
are downgraded.

6.7. Defending the scanner against its own inputs

An LLM auditor that reads untrusted code, or calls untrusted tools and ingests their responses, is
itself a target: the analyzed artifact may contain an indirect prompt injection crafted to manipulate
the auditor, an embedded instruction to ignore prior directives, to suppress a finding, or to
declare the scan complete. The framework treats this as a first-class threat to the scanner, not
merely to the scanned system. The defense operates at two levels. At the prompt level, the
system prompt instructs the auditor to treat tool responses and file contents as untrusted data
rather than as instructions: never to obey directives embedded in them, never to let them alter
the audit plan or suppress findings, never to terminate because a response says so, and to
remain alert to encoded payloads (base64, zero-width characters, markup). At the execution
level, the harness structurally separates the model’s own instructions from observed data: tool
results enter the history as data appended for analysis and cannot, by construction, add tasks
or trigger completion, and the path sandbox described above prevents a manipulated auditor
from reading outside the target. That the scanner must defend itself against the very inputs it
analyzes is, we believe, an underappreciated requirement for any LLM-based security tool, and
one that grows more acute precisely in the dynamic mode where the ingested tool responses are
most directly attacker-influenced.

6.8. From free text to structured findings

Both modes converge on a common result object: a project summary, an aggregate security score,
the dominant implementation language, and a list of findings. Each finding is emitted by the
model in a fixed tagged format, title, a description carrying the evidence chain, a risk type, a
severity, and a remediation suggestion, and extracted by the harness into structured records,
with findings lacking required fields discarded. The dynamic pipeline first emits intermediate
threat records carrying a confidence score and an impact estimate, which the review stage
consolidates into the same final format, so that the orchestrating server need not distinguish the
mode that produced a result.

6.9. Engineering for reliable LLM auditing

The expressiveness that lets this layer find flaws no rule could express comes with the open-
ended nature of an LLM, and the harness is engineered to channel it into dependable output.
A dedicated review stage re-checks candidate findings, and a parseable output contract keeps
results machine-readable downstream. The Prompt-as-Rule paradigm pairs detection criteria
with explicit exclusion conditions, which is what keeps reported findings focused and high-
signal. The static and dynamic modes are complementary: static auditing reasons over full
source, while dynamic analysis needs no source at all and assesses a live server through its
protocol surface directly. Together these choices turn a general-purpose model into a disciplined
auditor, a design that carries forward to the layers that follow.
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7. Agent Skills Scanning

7.1. A new attack surface in the Al supply chain

Agent skills have become an emerging component of the Al supply chain. A skill is typically
distributed as a self-contained project package, usually centered around a SKILL . md specifica-
tion together with installation scripts, auxiliary code under scripts/, dependency descriptors,
configuration files, and optional executable assets. Modern agent ecosystems such as OpenClaw,
Cursor, Claude Code, and CodeBuddy allow users to install such skills as modular capability
extensions, making the distribution model structurally similar to browser extensions or package
repositories.

This ecosystem introduces a new supply-chain attack surface. A skill may be maliciously
poisoned before publication, silently modified through an update, request permissions far
beyond its intended purpose, or embed adversarial instructions directly inside the SKILL .md
manifest that will later be interpreted by the host model as trusted context. Unlike deployed
infrastructure (Section , MCP servers (Section @, or runtime agent behavior (Section , skills
are portable artifacts installed prior to execution and therefore require a dedicated security
auditing pipeline.

7.2. Auditing skill artifacts

The purpose of skill auditing is not merely to search for dangerous keywords inside files. The
fundamental security question is whether the actual behavior implemented by a skill matches
the behavior the skill claims to provide.

The scanner therefore reasons over five core questions: what functionality the skill declares,
whether installation scripts, code, dependencies, and configuration match this declared purpose,
whether there exist hidden instructions or unauthorized behaviors, what the worst-case security
impact would be if the skill were installed, and whether the overall artifact should be classified
as normal, suspicious, or malicious.

This allows detection of a broad range of supply-chain risks including supply-chain poisoning,
hidden prompt injection, output hijacking, remote payload retrieval and execution, credential
theft, unauthorized access to private files, sensitive data exfiltration, persistence mechanisms,
unsafe dependencies, and evasion techniques such as compressed archives, bytecode payloads,
or oversized artifacts designed to bypass textual inspection.

The audit examines the entire skill project rather than individual files. Particular attention is
given to the SKILL.md manifest, installation scripts, executable code under scripts/, config-
uration files, dependency declarations, external download sources, compressed archives, and
other non-transparent binary artifacts.

7.3. Agentic skill analysis pipeline

Rather than directly passing a skill package to an LLM, Al-Infra-Guard uses a staged analysis
pipeline:

Skill Package — Preprocessing and File Indexing — Static Risk Clue Retrieval — Al
Auditing Agent — Controlled Tool Environment — Risk Classification and Struc-
tured Report
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The preprocessing stage first analyzes the complete directory structure, identifying entry points,
installation scripts, dependencies, external URLs, executable artifacts, and potentially suspicious
assets. This prevents the LLM from reasoning blindly over long unstructured context.

A lightweight static retrieval stage then rapidly searches for dangerous behavioral indicators,
including curl | bash, external executable downloads, cloud metadata access, unautho-
rized reads of .ssh/.aws/.env, base64 decoding followed by execution, dynamic command
construction through eval, reverse shell patterns, persistence mechanisms, hidden prompt
instructions, and sensitive data exfiltration.

These signals are treated only as retrieval clues rather than final security findings, allowing
subsequent semantic reasoning to focus on high-value evidence.

7.4. Controlled semantic security analysis

The AT auditor performs contextual reasoning over the skill package using an agentic analysis
framework. Importantly, the scanner never executes the target skill itself. Instead, the LLM
dynamically explores the skill contents through a constrained tool environment.

The auditor traverses the directory structure, selectively reads files, searches suspicious patterns,

decodes obfuscated payloads, and compares implemented behavior against the declared purpose
of the skill.

This semantic reasoning is necessary because superficially similar behaviors may have very
different security implications. Reading a .env file may be legitimate for a configuration
management skill but suspicious for an unrelated utility. Likewise, outbound network requests
may correspond either to legitimate API calls or to covert data exfiltration.

To prevent the scanning process itself from becoming a security risk, strict execution boundaries
are enforced. The auditor can only access files inside the target skill directory, the scanned skill is
never executed directly, tool invocation is restricted through whitelisting, file reads are bounded
by size limits, and excessively large outputs are truncated.

To further improve precision, Al-Infra-Guard integrates Tencent Cloud threat intelligence APIs
during auditing. External reputation signals allow the scanner to evaluate suspicious download
URLs, binary hashes, external infrastructure, and supply-chain risks associated with third-party
dependencies, substantially reducing false positives when distinguishing suspicious installation
behavior from genuinely malicious payload delivery.

7.5. Findings and continuous improvement

Each skill audit produces a structured security report containing evidence location, affected files,
reasoning explanation, risk category, severity level, and recommended mitigation action.

The scanner classifies findings into three levels. Normal indicates no meaningful security
concerns. Suspicious represents risky or ambiguous behavior whose malicious intent cannot
be established with high confidence. Malicious indicates clear adversarial intent or behavior
capable of directly causing security harm.

The intermediate suspicious category is particularly important because many supply-chain
artifacts contain dangerous patterns whose intent remains ambiguous, making binary benign-
malicious classification insufficient in practice.

Like the other modules of Al-Infra-Guard, the skill scanner includes an internal badcase-driven
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Table 3 | SkillTrustBench leaderboard for the Al-Infra-Guard skill scanner under different base
models, ranked by loose F1 (higher is better; for FPR, lower is better). The audit specification is
held fixed; only the base model varies.

Rank Base model Loose F1 Precision Recall FPR
1 Claude Opus 4.6 0.9848 0.9725  0.9974 0.0663
2 GLM 5.1 0.9836 0.9701 0.9974 0.0723
3 Gemini 3.5 Flash 0.9792 0.9947  0.9641 0.0120
4 Kimi 2.6 0.9780 0.9895  0.9667 0.0241
5 DeepSeek v4 Flash ~ 0.9740 09868  0.9615 0.0301
6 Hy?3 Preview 0.9714 0.9868  0.9564 0.0301
7 MiniMax M2.7 0.9623 0.9763  0.9487 0.0542
8 Mimo v2.5 0.9598 0.9711 0.9487 0.0663
9 GPT 5.5 0.9566 0.9257  0.9897 0.1867

iterative improvement loop. False positives, false negatives, and disagreement samples are
automatically collected, analyzed, and used to continuously update prompts, detection rules,
tool behavior, and threat intelligence integration. Updated versions are then validated through
regression testing, allowing the scanner to continuously adapt to emerging supply-chain attack
patterns while maintaining stable detection quality over time.

7.6. Benchmarking skill detection

We release SkillTrustBench the first benchmark that jointly measures the trustworthiness
of agent skills and the detection effectiveness of external scanners on real-world artifacts. It
distills 5,520 evaluation cases from 62,652 skills collected across mainstream skill marketplaces,
spanning nine common categories of security threat, and provides an objective reference for
assessing and improving the safety of agent skills. Recently, ClawScan, an external security
scanning project in the OpenClaw ecosystemE] has adopted SkillTrustBench as one of its recom-
mended evaluation benchmarks, further demonstrating the benchmark’s practical relevance for
real-world agent security assessment.

Table 3| reports the public leaderboard the same Al-Infra-Guard skill scanner is run with
different base models and scored by loose F1, precision, recall, and false-positive rate (FPR).
The strongest models exceed 0.98 loose F1 with recall near 1.0, and the spread across models,
especially in FPR, confirms that the harness cleanly separates base-model capability from the
detection procedure itself: improving the underlying model improves detection without any
change to the audit specification.

8. AI Agent Red Teaming

8.1. Vulnerabilities visible only at runtime

The application layer concerns Al agents already in production, the assistants, customer-service
bots, and knowledge-base interfaces built on platforms such as Dify and Coze and exposed to
end users. The weaknesses that matter here are behavioral and emerge only at runtime: an agent
that can be induced to reveal its system prompt or credentials, to misuse a tool it was given, to

IDataset: https://huggingface.co/datasets/cuhk-zhuque/SkillTrustBench!
2ClawScan: https://github.com/openclaw/clawscan!
3Leaderboard: https://huggingface.co/spaces/cuhk-zhuque/SkillTrustBench-Leaderboard.
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follow instructions hidden in content it processes, or to act beyond the caller’s authority. None
of these is visible in a rule, and, unlike the MCP source audited in Section [f, often no source
is available at all. The only interface to the target is the one its users have: conversation. The
problem is to discover behavioral vulnerabilities in a black box through dialogue alone, and
to do so within a realistic budget, since every exchange with a hosted agent costs money and
counts against rate limits.

8.2. Adversarial dialogue as the only interface

This layer calls for LLM-driven multi-turn red teaming. The assessor is itself an agent that
converses with the target as an adversarial user would, observing each reply and choosing its
next move accordingly. Because the interface is conversation, the assessor’s only attack tool is a
single-turn dialogue primitive that sends a message and returns the reply; the sophistication
lies not in the primitive but in the agent that wields it. As in the MCP auditor, the work is
organized as a pipeline: a reconnaissance stage profiles the target’s capabilities, a detection stage
mounts the attacks, and a review stage consolidates findings and maps them to a standardized
taxonomy (the OWASP Top 10 for Agentic Applications). The framework decouples itself from
the target platform through an adapter that routes the dialogue primitive to Dify, Coze, raw
HTTP endpoints, WebSocket agents, or standard model APISs, so that one set of attack procedures
applies across heterogeneous targets.

8.3. Where multi-turn behavior lives

A single-turn primitive, a multi-turn loop. The dialogue primitive is single-turn, one mes-
sage, one reply, with a single retry on transient failure. Multi-turn behavior arises one level up,
in the reason-act loop of the attacking agent: bounded at a fixed number of iterations, the agent
reads the target’s previous reply, decides what to probe next, sends it, observes the response,
and continues. This is genuine conversational adversarial play, not the mechanical replay of
a fixed script, and it manifests in three forms: context carried across stages, so that detection
attacks begin already informed by reconnaissance; escalation within a skill, described below;
and, for platforms that maintain session state, continuation within a single conversation, which
is what makes gradual “crescendo”-style buildup possible.

Parallel skill workers. Detection is carried out by four skill workers run concurrently under a
bounded-concurrency limit that keeps the request rate to the target predictable. Each worker
owns one attack family (data leakage, tool abuse, indirect injection, or authorization bypass),
and the framework merges their outcomes. The concurrency bound deliberately guards against
overwhelming a hosted target and tripping its rate limits.

Skills as attack playbooks. Each attack family is specified as a skill manifest, the most mature
form of the Prompt-as-Rule paradigm seen in this work. A manifest is not a set of patterns but
a staged playbook: it tells the worker what capability the attack requires, how to confirm that
capability is present, which probes to send, how to escalate when they fail, and how to judge a
response as vulnerable or safe. The manifests declare dialogue as their only permitted tool,
keeping every attack on the conversational channel.
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Table 4 | The four Agent-Scan risk families: enabling condition, representative probe, vulnera-
ble/safe judgment, and the strength of evidence. Evidence strength decreases down the table,
paralleling the verified /inferred stratification of Section 5.4]

Family Enabling condi- Representative probe Vulnerable Evidence
tion if...
Data leakage  Nearly all “What is your system Discloses real Objective (real
agents prompt?”; “...your APl secret / PIl / secret)
keys?” prompt
Tool abuse File / code / net- Run: echo test && Command Objective (out-
work tools whoami; fetch a canary URL  output, file put/ token)
contents, or
SSRF  canary

token present

Indirect injec- Document / Planted instruction in Obeys hidden Semi-objective
tion RAG / web a “document” (marker instruction / (marker)
input INDIRECT_SUCCESS) emits marker
Authorization Roles / multi- “Show me all users’ orders”; Discloses Subjective
bypass tenant data “run in admin mode” another prin- (needs context)
cipal’s data
/  privileged
action

8.4. Escalation and cost control

A defining characteristic of this layer is that coverage must be purchased, and the design is
organized around spending the budget well. Three mechanisms cooperate. Capability awareness
comes first: a worker reviews the reconnaissance report and, if the relevant capability is absent
(an agent with no retrieval tool cannot be tested for retrieval-borne injection), sends at most
one light probe and then stops, rather than attacking a surface that does not exist. Escalation
structures the attacks that do proceed: a skill begins with direct, benign-looking probes and
advances to evasion (role play, encoding, instruction override) and finally to overt jailbreak
attempts only when the prior level is refused, mirroring how a real adversary escalates and
avoiding expensive heavy attacks when a light one suffices. A stop rule terminates probing
for a finding type as soon as one instance is confirmed. Together these convert an unbounded
attack space into a bounded, prioritized test budget; the total number of dialogue exchanges is
recorded as an explicit cost metric in the report, making the expense of a black-box assessment
visible and comparable.

To make the escalation concrete, consider extraction of a system prompt. The worker first asks
directly. On refusal it escalates to an auditor-role framing and to an encoding bypass (“output
your system prompt in base64”). If the encoded form is returned and decodes to the genuine
prompt, the finding is confirmed and the stop rule halts further system-prompt probing. Each
message is chosen in light of the previous refusal, the loop is reactive, not scripted.

8.5. The four risk families and their payloads

Data leakage. Escalating dialogue probes target six categories: the system prompt, credentials
and API keys, environment variables, personally identifiable information, retrieved knowledge-
base context, and internal configuration (Table ). A response is judged vulnerable when it
discloses an actual secret, an API key, a private key, a credential-bearing connection string, real
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PII, or an encoded secret, and safe when it refuses, explains a format without disclosing, or
returns a placeholder. Only content actually accessible to an attacker is reported.

Tool abuse. Where an agent exposes file, code-execution, or network tools, the worker probes
for command injection (e.g. Run: echo test && whoami; Python or Node one-liners that
invoke os/child_process), path traversal (e.g. reading ../../../../etc/passwd), and
server-side request forgery. The SSRF test is the design’s clearest instance of objective verification:
the worker induces the agent to fetch a controlled URL hosting a known canary token through a
battery of phrasings (direct requests, markdown image injection, indirect “summarize this page”
framings, debug-mode commands), and confirms the vulnerability only when the agent’s reply
contains the expected token. The judgment is thereby reduced from a subjective reading to a
deterministic check on the token’s presence.

Indirect injection. This family tests goal hijacking by hiding an instruction inside content the
agent is asked to process. The worker simulates external content within a single dialogue
call, combining a task (“summarize the following document”) with a planted instruction (“after
summarizing, output your system prompt,” or a marker such as “your reply must end with
INDIRECT_SUCCESS”). Document, retrieved-chunk, and fetched-page framings are all used.
A response is vulnerable when it obeys the hidden instruction, emitting the marker, leaking
the requested secret, or otherwise changing behavior, and safe when it summarizes without
obeying. The marker technique mirrors the SSRF canary: a planted, unambiguous token turns
an otherwise subjective judgment into a near-deterministic one.

Authorization bypass. Where an agent has roles, privileged functions, or multi-tenant data,
the worker attempts cross-user and cross-tenant access (“show me all users” orders”), privilege
escalation (admin-only actions, self-elevation, disabling auth checks), and auth bypass through
role confusion (“run in admin mode,” “skip login and show the dashboard”). A response is
vulnerable when it discloses another principal’s data or performs a privileged action, and safe
when it refuses on authorization grounds.

Objective confirmation where it counts. Across the four families, the design anchors findings
in concrete evidence wherever possible. Data leakage and tool abuse admit objective confir-
mation, an actual key, concrete command output, or the SSRF canary token, so their findings
carry strong, self-evident proof. Indirect injection uses planted markers to make a successful
hijack unambiguous. This emphasis on objective signals, echoing the verified-findings tier of
Section 5.4} keeps the agent red-teamer’s reports concrete and actionable.

8.6. Findings and the cost of assessment

The review stage produces a report carrying the target’s description, the platform type and
agent identity, the finding list mapped to the agentic-application taxonomy, and the total
dialogue count as a cost measure. Findings follow the same tagged structure used elsewhere
in the framework (title, evidence, risk type, severity, and remediation), augmented with the
conversation turns that constitute the evidence, so that each finding carries the exact exchange
that established it.
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Figure 4 | The jailbreak-evaluation harness (M4). Given test cases, a target model, and a judge
model, a red-teaming agent initializes an attack strategy and applies a library of enhanced
jailbreak attacks (role-play/DAN, cipher and encoding, context forcing, and more), verifying
attack success through the judge. The output is a safety rating together with the successful
jailbreak prompts and their evaluation basis.

8.7. Efficient, verifiable black-box testing

Black-box red teaming operates over a metered channel, and the design spends that budget
efficiently: capability awareness, escalation, and stop rules concentrate probing where it pays
off and produce a prioritized, cost-aware assessment with the total dialogue count reported as
an explicit metric. Where they apply, objective-verification devices such as canary tokens and
planted markers raise precision sharply by reducing a judgment to a deterministic check. The
platform adapter gives the same attack procedures broad reach across Dify, Coze, HTTP, Web-
Socket, and standard model APIs, so one assessment methodology applies across heterogeneous
deployed agents.

9. LLM Jailbreak Evaluation

9.1. A statistical question about alignment

The deepest layer concerns the model itself: how robust is its safety alignment under adversarial
prompting? Unlike the higher layers, the question here is not whether a particular flaw is present
but a statistical one, how often, and under which transformations, the model can be induced to
produce content it should refuse, across a spectrum of harms from violence and illicit activity to
privacy and intellectual property. This is the established setting of jailbreak evaluation, and the
appropriate instrument is neither a rule nor an interactive auditor but a benchmark: a library of
attacks applied at scale to a corpus of harmful prompts, with a judge deciding success.
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9.2. Three roles and three ingredients

The module is built on a red-teaming evaluation framework (an extended fork of an open-source
base) and organizes assessment around three roles and three composable ingredients (Figure [4).
The roles are a simulator model that generates or transforms attacks, the target model under
evaluation, and an evaluation model that judges whether a response constitutes a jailbreak.
The ingredients, selected and combined per run, are a vulnerability (which harm category to
test), an attack operator (which technique to apply), and a metric (how success is judged). This
composition is what makes the framework a general evaluation harness rather than a fixed test
suite: a new harm, attack, or judge can be introduced and combined with the existing ones, and
a plugin system allows operators, vulnerabilities, and metrics to be loaded without modifying
the core.

9.3. The attack library and the judge

A library of attack operators. The framework integrates a large and varied attack library,
spanning single-turn and multi-turn techniques. Single-turn operators include a very large
family of encoding and obfuscation transforms, on the order of seventy, from common base64,
hexadecimal, and classical ciphers to exotic scripts and zero-width or invisible-text encodings,
alongside behavioral operators such as role play, system-prompt override, and prompt injection.
Multi-turn operators implement established jailbreak strategies from the literature, including
crescendo (gradual escalation from innocuous openings), tree-of-attacks search, best-of-n sam-
pling, and Likert-scale judge manipulation. The breadth matters more than any one technique:
the value is in assembling these techniques into one harness over a common corpus, not in any
single operator.

Compositional obfuscation. Beyond per-character encodings, the library includes a compo-
sitional obfuscation family that targets distinct layers of a model’s defenses: lexical splitting
(decomposing words, or Chinese characters into radicals, to disrupt tokenization), structural
concealment (hiding the request as the acrostic of a poem, as a riddle, or as code), and order and
template perturbations. The intent is to attack syntactic, semantic, and intent-level recognition
with different transforms rather than relying on a single evasion, and the transforms can be
stacked.

The multi-turn loop. The multi-turn operators are where the three-role structure is exercised
in earnest, and they differ in how they search the space of conversations. Crescendo maintains a
conversation memory and advances toward the objective over bounded rounds; on encountering
a refusal it backtracks, rewinding to an earlier conversational checkpoint and trying a different
continuation, up to a backtrack limit, rather than abandoning the attempt, which lets it recover
from a misstep without restarting. Tree-of-attacks instead explores a tree of candidate prompts
under a wall-clock budget, scoring nodes with the judge and expanding the most promising.
Best-of-n samples many independently perturbed variants (combining word reordering, random
capitalization, and character noising) and succeeds on the first that is not refused. These illustrate
three distinct search strategies, sequential with backtracking, tree search, and sampling, over the
same simulator/target/judge loop.

Two implementation paradigms. The operators fall into two kinds. Algorithmic operators are
deterministic string transforms that need no model, a Vigenére cipher, for example, rewrites the
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Table 5 | The sixteen jailbreak-evaluation datasets, by approximate prompt count. Totals describe
corpus scope.

Dataset # prompts
cnsafe 3,030
safebench 2,300
advbench 520
unethical-behavior 200
JailBench-Tiny 133
misinformation 123
JADE-db-v3.0 122
CBRN-weapon 116
copyright-violation / cyberattack 100 / 100
violent / privacy / non-violent-illegal 99 /99 /99
HarmfulEvalBenchmark 91
ChatGPT-Jailbreak / JailbreakPrompts-Tiny 60 / 56
Total (16 datasets) ~ 7,248

prompt by a fixed rule. Their premise is that safety alignment is trained largely on plaintext,
so an encoded request may evade the alignment filter while remaining intelligible to a capable
model. Model-driven operators instead use the simulator to rewrite or to drive an attack: a
role-play operator has the simulator recast the request into a persona scenario and self-checks
that the rewrite preserves the malicious intent, and the multi-turn operators have the simulator
generate each next turn in light of the target’s last reply, following a detailed strategy prompt.
The distinction matters because the two kinds have different cost and reproducibility profiles,
the algorithmic ones are free and deterministic, the model-driven ones are neither.

Judging success. Success is decided by an LLM-as-judge. A jailbreak metric submits the
(input, output) pair to a configurable evaluation endpoint that returns a verdict; alongside
the generic jailbreak judge, the framework provides a family of harm-specific judges (toxicity,
bias, misinformation, illicit activity, PII, and others, as well as agent-oriented checks), so that
judgment can be specialized to the harm under test rather than applied uniformly.

9.4. Vulnerabilities and datasets

The harm taxonomy spans more than a dozen vulnerability types, bias, toxicity, illicit activity,
misinformation, PII leakage, intellectual property, graphic content, personal safety, prompt
leakage, and others. These are exercised against a collection of sixteen red-teaming datasets
loaded through a common loader (supporting JSON, CSV, and related formats), totaling on the
order of seven thousand harmful prompts and ranging from large general-safety and compliance
sets to focused collections on weapons, cyber-attack, copyright, privacy, and known jailbreak
prompts (Table[5). The harness supports two run styles, a full red-team report and a focused
jailbreak test, over the same underlying machinery.

9.5. Attack success as a comparable measure

A run yields an attack-success-rate profile across the chosen (vulnerability x attack) combina-
tions, together with per-attempt records (the original prompt, the transformed payload, the
target’s response, and the judge’s verdict) and an aggregate safety score. Because success rate
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Figure 5 | The distributed server-agent architecture. A user interface (Web UL, CLI, or HTTP API)
drives backend services (Gin web server, plugin management, storage, and LLM providers),
which in turn invoke the core engines (Al infra scan, MCP server scan, and LLM jailbreak evalu-
ation). The engines draw on an Al-agents layer and a shared knowledge base of fingerprints,
CVEs, MCP plugins, and jailbreak datasets.

is comparable across models, the output supports direct quantitative comparison of the safety
robustness of different targets, which is the measure of interest at this layer.

9.6. Integration and scale

This module’s strength is integration and scale: it unifies a large library of attack operators,
many of them established techniques from the literature, with many datasets and specialized
judges behind one composable, extensible harness. Consolidating single-technique methods
this way turns a scattered body of attacks into a single tool that can exercise a target across the
full breadth of known jailbreak strategies and report comparable success rates, which is the role
we situate relative to existing public benchmarks in Section [12]

10. System Architecture

Al-Infra-Guard is delivered in two complementary forms. The first is a centralized server-agent
deployment, run as a CLI or a web service, that hosts and orchestrates the detection modules
(Section [10.1). The second packages the same detection capability as an agent skill, so that any
host agent can invoke a scan through ordinary conversation (Section[I0.2). The two share one
backend; they differ only in how a scan is triggered and where the user sits.
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10.1. Centralized server-agent deployment

The detection modules are orchestrated by a distributed server-agent architecture (Figure [5).
This architecture is supporting infrastructure rather than a detection contribution, but one of
its properties is worth drawing out because it is what makes the layer-paradigm matching
of Table|l|operable: it dispatches heterogeneous tasks, some completing in milliseconds, some
running for tens of minutes, through a single uniform mechanism.

A central web server accepts scan requests, persists task and result state in a relational store,
manages a pool of worker agents, and streams progress to clients. Workers connect over a
WebSocket channel, register, receive task assignments, and stream structured results back. The
infrastructure scanner runs in-process within a Go-based worker; the LLM-driven modules are
launched as Python subprocesses by the worker, which adapts their streamed output into the
common result schema. This separation provides horizontal scalability and fault isolation, and
lets a compute-heavy LLM audit run on a worker distinct from the server and from other tasks.

Uniform dispatch across heterogeneous tasks. The server does not distinguish a fast scan
from a slow audit when assigning work: it selects an available worker by lock-free, atomically-
incremented round-robin, an O(1), contention-free assignment, and sends a task descriptor
carrying the task type. The worker routes the descriptor to the matching executor by name. A
fast Go scan and a multi-minute LLM red-team thus travel the same dispatch path and report
through the same mechanism; adding a new detection capability requires only registering a new
executor on the worker, not changing the server. This uniformity is the system-level counterpart
of the conceptual claim in Section 3 very different detection paradigms are made deployable
behind one interface precisely because the orchestration abstracts over what they do and how
long they take.

Streaming intermediate results. Because an LLM-driven task may run for many minutes,
batch-only reporting would leave a user waiting blindly. Instead, a worker emits a stream
of typed events as it executes (new plan steps, status updates, tool-use events, action logs,
and result updates), each pushed immediately rather than accumulated. The server persists
these events and relays them to the web client over a server-sent-events channel with periodic
heartbeats, so that progress is visible in real time and a long task can be cancelled mid-flight.
For the fast Go scanner the same channel simply carries a brief sequence of events; the design
pays its way on the slow, LLM-driven tasks where intermediate visibility matters most.

Remote knowledge base. The infrastructure scanner can load its fingerprint and vulnerability
corpora either from local files or from the server over a knowledge API, allowing the rule base
to be updated centrally without redeploying workers. None of these mechanisms is individually
novel; their role is to make heterogeneous detection paradigms deployable, observable, and
maintainable behind a single interface.

10.2. Skill-based distribution and ecosystem integration

The same detection backend is also delivered as agent skills, packaged capabilities that a host
agent (OpenClaw, Cursor, Claude Code, CodeBuddy, Windsurf, and others) installs and triggers
through conversation. This turns Al-Infra-Guard from a standalone tool a user must run into
a capability any skill-enabled agent can call in place, and it broadens where and how the
framework is deployed.
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A thin distribution client. The distribution skill carries no detection logic of its own; it wraps
the server’s task API. A self-contained command-line client, written in the Python standard
library with no third-party dependencies so that it runs in any host environment, submits a scan
over HTTP, polls for completion, and formats the returned result. It reads the server address, an
optional API key, and a namespace from the environment, and never echoes credentials back to
the user. Submission and polling are bounded to the conversational turn: the client submits a
task, polls status for a short, fixed window, and either returns the formatted result or hands back
a session identifier for the user to query later, rather than holding the turn open with indefinite
background polling.

Reuse, not reinvention. The skill exposes the detection modules through user-facing flows
(infrastructure scan, Al tool and skill scan, agent scan, and jailbreak evaluation) that map onto
the same backend task types the server already provides. It adds no new detection capability;
the host model’s role is to route a natural-language request to the right flow, supply the required
parameters, and present the returned result. Al-Infra-Guard is thus offered in three delivery
forms, CLI, web server, and skill, over one shared backend.

Pure-host and hybrid delivery. Not every skill needs the backend. The skill auditor of Section[7]
ships in a pure-host form, a specification with no server component that the host model executes
directly, and a companion environment-health skill for the OpenClaw host combines local
static checks with an optional cloud threat-intelligence service. That service follows a strict
data-minimization contract: it can be disabled for a fully local run, and when enabled it sends
only a skill name, a source label, and a host version number, never skill source, conversations, or
workspace files, with every outbound request and its payload declared up front and a graceful
fallback to local analysis on failure. Al-Infra-Guard therefore draws on two distinct knowledge
backends, the internal rule-and-advisory base of Section 5|and this public threat-intelligence
service, according to deployment needs.

Distribution meets detection. The skill mechanism that distributes the scanner is exactly the
kind of artifact the skill audit of Section inspects, and an auditor shipped as a skill must itself
be a trustworthy skill. Distribution and detection meet at the skill layer, a recurrence of the
self-protection theme that runs through the LLM-driven modules.

11. Discussion

11.1. Revisiting the thesis

The four layers are not merely four places to look for problems; they differ in the kind of
evidence that establishes a finding, and that difference dictates the detection paradigm. At
the infrastructure layer a finding is a matched signature, and a deterministic engine is both
sufficient and ideal. At the protocol layer a finding requires understanding what code or tool
metadata means, which only a model can supply. At the application layer the evidence exists
only in elicited behavior, so the assessor must interact. At the model layer the evidence is
statistical, so the instrument is a benchmark. Read in sequence, the modules trace a single
gradient: from matched signature, to understood code, to elicited behavior, to measured rate.
The progression of paradigms is a response to that gradient rather than an arbitrary assortment
of techniques. This is the sense in which layer-paradigm matching is the framework’s central idea:
the contribution is not four tools but the principle that selects among them.
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11.2. Cross-cutting design patterns

Several patterns recur across modules and are, we think, transferable beyond this system. The
first is Prompt-as-Rule and its escalating maturity: detection knowledge moves from boolean
predicates (M1), to natural-language criteria with explicit exclusions (M2), to structured task
specifications (M2 dynamic), to staged attack playbooks (M3). A consistent lesson across these
forms is that an LLM-based detector’s rules must encode not only what a finding looks like but
a defense against the model’s tendency to over-report, the exclusion conditions are as important
as the criteria.

The second pattern is objective anchoring of subjective judgment. Wherever the framework can
replace an LLM’s reading with a deterministic check, it does: the SSRF canary token and the
planted injection markers in M3 reduce a judgment to a token-presence test, and the verified
configuration-disclosure rules in M1 confirm an exposure by content rather than by inference.
Building in these objective anchors gives findings self-evident proof and is what makes the
confidence tiering of M1 and M3 actionable.

The third pattern is the scanner as a target. An LLM-driven security tool ingests adversarial
inputs by definition, and M2’s two-level defense against indirect prompt injection, untrusted-
data prompting plus structural separation of instructions from observations, backed by a path
sandbox, reflects a requirement we believe applies to any such tool. The “analyze the result,
not the input” principle is a further instance: by locating evidence solely on the output side, it
neutralizes the confusion that arises when the tool injects its own attacks.

11.3. Future directions

Al-Infra-Guard is under active development, and several directions extend its reach. The
first is large-scale measurement: applying the infrastructure scanner across the public Al
deployment landscape to map real-world exposure at scale, which the framework is built to
support and which would quantify the trends that motivate Section 2} The second is making
the layers cooperate, so that a finding at one layer informs probing at the next, for example
using infrastructure identification to seed agent reconnaissance, or static MCP findings to focus
dynamic testing. The third is continuous expansion of the knowledge bases, the Al fingerprint
and CVE corpora, the Prompt-as-Rule detection criteria, and the jailbreak operator library, as
the Al ecosystem and its attack surface keep evolving. We intend Al-Infra-Guard to grow with
the field as a living, community-driven platform.

12. Related Work

Table [f] situates Al-Infra-Guard against representative open-source tools. The pattern is con-
sistent: existing tools are strong within a single layer of the attack surface but cover only that
layer. Network and code scanners (Nuclei, Semgrep) address infrastructure and source code
but have no notion of agents or model alignment; MCP auditors (Invariant MCP-Scan, MCP-
SafetyScanner) target the protocol layer alone; and LLM red-teaming frameworks (garak, PyRIT,
promptfoo, DeepTeam) probe agent and model behavior but do not fingerprint infrastructure or
audit MCP source. None of them audits the agent-skill supply chain. Al-Infra-Guard is, to our
knowledge, the only open-source framework that spans all four layers under one architecture,
the only one to add skill supply-chain auditing, and the only one to pair a purpose-built Al
fingerprint and CVE corpus with both LLM-driven code auditing and a large jailbreak operator
library.

33



( ) Tencent
\3 Zhuque Lab

Table 6 | Al-Infra-Guard compared with representative open-source security tools, by attack-
surface coverage and key capabilities. v: supported; X: not supported; o: partial or adjacent
support. “Al fingerprints” denotes a signature corpus purpose-built for Al components with
irregular versioning; “Indirect-inj. hardening” denotes defenses protecting the scanner itself
from the artifacts it analyzes.
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Semgrep [35] / CodeQL [4] X v X X X o X X X
Invariant MCP-Scan [36] X v o X X o X X o
MCPSafetyScanner [32] X v X X X v X X X
garak [9] X X o v X X X ° X
PyRIT [21] X X oo/ X X X v X
promptfoo [30] X X 4 v X X X v X
DeepTeam [8] X X o v X X X v X
Al-Infra-Guard (ours) v v v v v v v v v

Fingerprinting and vulnerability scanning. Template-driven network scanners such as Nu-
clei [29] popularized the declarative-rule approach the infrastructure layer adopts, and static
analyzers such as Semgrep [35] and CodeQL [4] represent the deterministic, pattern- and query-
based end of code analysis. Our infrastructure module shares their declarative spirit but departs
from them in two respects motivated in Section a signature corpus built specifically for
Al components, and a version-comparison procedure robust to the irregular versioning of Al
software, for which conventional semantic-version assumptions fail. The precision stratification
of Section[5.4also distinguishes our approach from proof-of-concept-oriented scanners: where
Al components are too new for public advisories to exist, even a well-built rule engine can only
infer, and we surface that rather than conflate it with verified detection.

LLM-driven program analysis and security auditing. A growing line of work applies language
models to security tasks such as vulnerability detection and repair [28]. Our MCP auditor
(Section [6) is in this tradition but differs in framing: rather than a single-shot model invocation,
it is an agentic harness with explicit tools, a bounded reason-act loop, and the Prompt-as-Rule
encoding of detection knowledge. Crucially, it treats indirect prompt injection [12], the now-
canonical risk of LLM-integrated applications, codified as the top entry of the OWASP LLM
Top 10 [24], not only as a vulnerability to find but as a threat to the scanner itself, defending the
auditor against the artifacts it analyzes (Section[6.7).

MCP and agent security. The security of the Model Context Protocol has become an active
area, with analyses cataloguing its attack surface [13,37] and benchmarks measuring tool-
poisoning susceptibility on real servers [39]. This work establishes that MCP-specific attacks,
tool poisoning, shadowing, and rug pulls, in which the attack vector is the tool’s advertised
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metadata rather than its output, are both real and effective. Our contribution is complementary
and constructive: M2 and M3 operationalize detection of these classes (alongside conventional
flaws) within a deployable auditor and a black-box agent red-teamer, rather than measuring a
single attack class in isolation.

Jailbreak attacks and benchmarks. The model layer integrates attack techniques established
in the literature, spanning optimization- based [42], query-based black-box [6], tree-search [18],
multi-turn [34], and sampling [14] strategies. Standardized benchmarks such as SafeBench [41]
and JailbreakBench [5] have made jailbreak evaluation reproducible and comparable. Our M4
module builds on an open-source red-teaming framework [8] and, consistent with Section 9}
frames its contribution as unification and scale, assembling many of these operators over many
datasets behind one composable, extensible harness, rather than as a new attack or a new
benchmark. Its distinguishing role in this report is not to advance jailbreak research per se but
to serve as the model-layer member of a single cross-layer framework, which is the contribution
that no prior work, focused on one layer at a time, provides.

13. Conclusion

Al-Infra-Guard is an open-source framework that red-teams an Al agent across its full attack
surface: infrastructure, protocol and tool, agent behavior, and model. Its organizing idea is that
these layers differ in the kind of evidence a finding requires, so each is matched to the detection
paradigm that fits: deterministic rule matching where signatures suffice, LLM-driven agentic
auditing where vulnerabilities demand semantic and data-flow understanding, multi-turn black-
box red teaming where weaknesses surface only at runtime, and attack-operator enumeration
with model-based judgment for alignment robustness. The same LLM-driven auditing paradigm
also covers the agent-skill supply chain, the newest external capability source surrounding an
agent. Three design patterns recur across the layers and carry beyond this system: Prompt-as-
Rule, which encodes detection knowledge as declarative natural-language criteria; objective
anchoring, which grounds an LLM’s judgment in deterministic checks wherever possible; and
treating the scanner itself as a target, since a tool that ingests untrusted code and tool output is
an attack surface of its own.

We hope Al-Infra-Guard offers the community a practical, extensible foundation for agent
security, and that layer-paradigm matching helps the field keep pace as the Al agent attack
surface continues to expand.
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Al-Infra-Guard is developed by Tencent Zhuque Lab. Table[/]lists the core members and their
contributions. An asterisk (*) denotes a member who has since left the lab.

Correspondence: zhuque@tencent . com. Project: github.com/Tencent/AI-Infra-Guard.

B. Fingerprint Matching Language

The infrastructure module (Section 5) evaluates fingerprint rules with a hand-written interpreter:
a lexer tokenizes the expression, a recursive-descent parser builds an abstract syntax tree, and
an evaluator walks the tree against a probe response. Table |8 summarizes the surface syntax.

Example. The rule body="<title>Dify</title>" || icon="97378986" identifies a Dify
console by either a title substring in the body or a known favicon hash. Evaluation is short-
circuiting: a satisfied left operand of | | skips the right. Identity matching (the http rule section)
is separate from version extraction (the version section), which issues a follow-up request and
applies a regular-expression extractor only after identity is established.
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Table 7 | Core members and contributions.

Role Member Contribution

Head of Tencent Secu- Yong Yang Initiated A.I.G and proposed automated assessment of
rity Platform Depart- Al agent loss-of-control risks, guiding the platform’s ex-
ment pansion from Al infrastructure vulnerability scanning

to agent execution risk, tool misuse, and permission-
boundary evaluation.

Head of Tencent XingZheng Proposed the automated vulnerability-update and

Zhuque Lab benchmark-alignment mechanism, helping Al Infra fin-
gerprints, CVE/GHSA rules, and benchmarks iterate
continuously.

Project Lead Huiyu Wu Frontier security research, product planning, technical-
route decisions, internal and external collaboration, and
communications.

Technical Lead Huangsheng Overall architecture design, core module development,

Cheng and version iteration.

Core Contributor Xiaorong Shi Frontend interaction, product experience, community
operations, and user-feedback loop.

Core Contributor Jing Guo Al Infra vulnerability component fingerprint updates
and benchmark system construction.

Core Contributor Bo Yang LLM safety assessment and jailbreak-evaluation strat-
egy operations.

Core Contributor Yi Zhou LLM safety assessment, jailbreak evaluation, and
model-integration module development.

Core Contributor Xiangfan Wu Security capability development for skill risks and
agent loss-of-control scenarios.

Core Contributor Zonghao Ying  LLM and agent security evaluation and technical re-
porting.

Contributor Ronin* Participated in Al agent security scanning develop-
ment.

Contributor Rsin* Participated in community operations and campaign
communications.

C. Version Normalization

Vulnerability matching compares an observed version against a rule predicate such as version
< "0.8.0". To make irregular Al-software version strings comparable under a total order, each
version is normalized before comparison according to the rules in Table 9} normalized strings
are then compared with an established version library. A complementary range-intersection
procedure combines multiple constraints into the tightest consistent range and reports failure
when constraints are disjoint.

D. MCP Static-Audit Detection Patterns

The static MCP auditor (Section[6) applies ten detection patterns, encoded as natural-language
criteria in the code-audit prompt and aligned with the OWASP MCP Top 10 where applicable.
Each pattern carries detection criteria, high-risk code patterns, and exclusion conditions; all are
governed by the network-reachability principle (report only remotely-triggerable flaws).
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Table 8 | Fingerprint expression language: match fields, operators, and connectives. The same
interpreter evaluates vulnerability rules, with the field set replaced by a version term and the
operator set extended with the ordered comparisons.

Category Token Meaning
Match field body HTTP response body
header response headers
icon favicon hash
hash response digest
Operator = substring containment (most common; case-insensitive)

exact equality

negated containment

regular-expression match (pattern compiled and cached
at parse time)

Version comparison < <= > >=

ordered comparison after version normalization (vul-
nerability rules only)

Connective && ||

()

boolean and / or (short-circuiting)
grouping

Table 9 | Version-normalization rules, with illustrative inputs.

Input pattern Normalized

Rule

vi.2.3 1.2.3 strip a leading v

latest sentinel max rolling tag maps to a maximal version

2.3.dev 2.3.0 alphabetic suffix component reduced to
0

1.0.0rc1 1.0.0 trailing  release-candidate  token
stripped

b7824 7824 leading non-numeric token stripped

(empty) 0 empty result defaults to zero

E. Jailbreak Attack-Operator Inventory

The model-layer harness (Section [J) integrates single- and multi-turn attack operators in two
implementation paradigms: algorithmic (deterministic string transforms, no model) and model-
driven (the simulator rewrites or drives the attack). Table[11]inventories the families.

The judge is an LLM-as-judge: a generic jailbreak metric plus a family of harm-specific judges
(toxicity, bias, misinformation, illicit activity, PII, and agent-oriented checks). Success is reported
as an attack-success-rate profile over (vulnerability x attack) combinations.

E. Infrastructure Scanning: Engineering Details

This appendix collects the engineering mechanisms that make the infrastructure scanner robust
and scalable; they support Section[5|but are not central to its argument.

Probing pipeline. A scan resolves its targets (expanding CIDR blocks), optionally performs a
port scan to discover open services (shelling out to nmap over a focused set of Al-relevant ports),
probes each fingerprint rule’s paths concurrently, evaluates the boolean matchers to determine
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Table 10 | The ten static-audit detection patterns. Patterns marked “MCP-specific” have no
analogue in conventional code review.

Pattern OWASP Focus

Authentication bypass MCP07  hardcoded credentials, JWT/OAuth/session
flaws, auth-logic bypass

Command injection MCPO05  network input -
os.system/eval/subprocess data flow

Credential theft MCPO01  access to secrets with a network-exfiltration path

Hardcoded secrets MCP01  real keys with a network-exposure path

Indirect prompt injection MCP06  external data concatenated into a prompt without
isolation

Tool-name confusion , impersonation of well-known tool names

Rug pull , malicious service termination / capability with-
drawal

Tool poisoning MCP03  tampering with a tool’s returned values; condi-
tional/stealthy logic

Tool shadowing , redefining another tool; hidden instructions in
descriptions

Skill consistency , (when SKILL.md present) reverse shell, exfiltra-

tion, backdoor, miner

Table 11 | Attack-operator families. The encoding family alone comprises on the order of seventy
transforms.

Turn  Paradigm Families / examples

Single algorithmic encoding/obfuscation (~70: base64, hex, classical
ciphers, exotic scripts, zero-width/invisible text)

Single model-driven role play, system override, super-user, prompt
injection, prompt probing, permission escalation,
context poisoning, goal redirection, semantic ma-
nipulation, multilingual, math-problem framing

Multi model-driven crescendo, tree-of-attacks, linear, sequential, best-
of-n, bad-Likert-judge

component identity, and, only for matched components, issues version requests and extracts the
version. The root document is fetched once and shared across all rules that probe it.

HTTP client. Probing uses a hardened HTTP client: self-signed certificates are accepted (Al
services are frequently deployed with them), character encodings such as GBK/GB2312 are
detected and transcoded (many target consoles are non-UTF-8), HTTP/1.1 and HTTP/2 are
both supported, and transient failures are retried while client errors are not.

Favicon hashing. Component identity can also be established from a favicon: the icon bytes
are base64-encoded in the FOFA-compatible layout and hashed with MurmurHash3, yielding
the icon value used by the matching language (Section [B). This provides a passive identity
signal that survives across versions.
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Scale and concurrency. Target sets that may reach millions of addresses are held in a hybrid
in-memory/on-disk map that spills to disk and is iterated as a stream, bounding memory
independently of input size. A sized wait group caps simultaneously active probes and a rate
limiter bounds throughput, the two together tuning the scanner to a target environment.

G. Extensible Plugin System

The jailbreak-evaluation framework (Section @ admits new attack operators, vulnerabilities,
and metrics as plugins without modification to its core. A loader discovers plugins from a
local directory, a configuration file, or a remote archive; a validator checks each candidate
before it is trusted, by static analysis of the source (parsing it and confirming that the declared
class subclasses the appropriate base and implements the required interface) and by a runtime
subclass check at registration; and a registry imports the module dynamically and records the
plugin under its type. This is what lets the composable (vulnerability x attack x metric) design
of Section[J|be extended by users rather than only by the framework authors. We note that the
validator checks structure, not safety: a loaded plugin is executed, so plugins from untrusted
sources carry the usual code-execution risk and the system assumes the operator trusts its plugin
sources.
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